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Introduction

This article considers the legal aspects to be taken into consideration 
1 The focus of this paper is on 

current legal regulation and interpretation of personal data protection, 

-
-

ronment and identifying the regulatory bottlenecks when creating data 

project, Neutral Host Pilot, 

of the project is to develop technical solutions for a smart pole-based 

-

Oona Ojajärvi and Päivi Karkkola, Annina Lehtonen and Henriikka Rosti, who are 

1

-

-
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5G infrastructure, and to create business and service innovations and 
-
-

-
er, in practical terms a smart city is built on smart uses of information 

-
-

grates the conditions of all of its critical infrastructures can help city 

The starting point in our project is that, in order to improve the 
-

-

to create a platform that uses high-speed city networks, where a wide 
variety of data can be used in a reliable and secure way for devel-

As using the Internet of Things (IoT) and 5G technology will be 
inseparable in a digital smart city ecosystem, it is apprehended that 
privacy and the protection of personal data will be at risk in 5G net-
work-based platforms because of interconnected smart sensors and 

-

for network operators and their end users, but at the same time creating 

risk of hacker attacks against databases and malicious or erroneous 
-

search is needed concerning threats to personal privacy and personal 
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has also been paid to competition law, because data sharing and plat-
forms need to be designed in a way that does not include agreements 
restricting competition or, if Neutral Host were to become dominant 

In this article we will focus on the following aspects that are rele-

Personal data protection and privacy
Network and spectrum regulation
Competition law 

1 Personal data protection and privacy

1.1 General remarks

Personal data protection and privacy are major concerns when plan-
-

viduals may be threatened and at risk in a variety of ways in a digital 

At present, the most important and comprehensive data protection 
law in the EU addressing protection of personal data is the General 
Data Protection Regulation (GDPR)2 which deals with personal data 

2 Regulation (EU) 2016/679 of the European Parliament and of the Council 
on the protection of natural persons with regard to the processing of personal data 
and on the free movement of such data, and repealing Directive 95/46/EC, OJ L 
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The scope of material3 and territorial4 application is wide, as is also the 

To start with, it is important to discuss some terminology and pro-

Recital 26 mentions that

means are reasonably likely to be used to identify the natural person, account 
should be taken of all objective factors, such as the costs of and the amount of 

-

Breyer, the Court stated that a dynamic IP address 

3 As a main rule, GDPR “applies to the processing of personal data wholly or 
partly by automated means and to the processing other than by automated means 

4

 -
ties of an establishment of a controller or a processor in the Union, regardless of whether 

the Union by a controller or processor not established in the Union, where the processing 
activities are related to:

-
lished in the Union, but in a place where Member State law applies by virtue of public 
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can constitute personal data if the service provider has the legal means 
enabling it to identify the data subject with additional data which the 

Patrick Breyer v. 
Bundesrepublik Deutschland Breyer the CJEU applied the 
Data Protection Directive (DPD),5 but the line of interpretation regard-

Article 9 (1) of the GDPR states, 

 “Processing of personal data revealing racial or ethnic origin, political opin-
ions, religious or philosophical beliefs, or trade union membership, and the 

-
tifying a natural person, data concerning health or data concerning a natural 

According to Article 4 (7), 

-
her body which, alone or jointly with others, determines the purposes and 

such processing are determined by Union or Member State law, the controller 

Jehovan todistajat the Court concluded that a religious 

with its members who were engaged in preaching, for the processing 

preaching (Tietosuojavaltuutettu v. Jehovan todistajat – uskonnollinen 
yhdyskunta Wirtschaftsakademie the Court stated that the 
administrator of a fan page on Facebook was a joint controller jointly 
responsible with Facebook for processing the data of visitors to the 

5 Directive 95/46/EC of the European Parliament and of the Council on the 
protection of individuals with regard to the processing of personal data and on the 
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Unabhängi ges Landes-
zentrum für Datenschutz Schleswig-Holstein v. Wirtschafts akademie 
Schleswig-Holstein GmbH

a natural or legal person, public authority, agency or other body which 

EU Member States are under obligation to enact national data pro-

-

-
viders as data controllers have to comply with privacy laws at certain 

and end-user license agreements in order to protect the data privacy of 

Legal issues that have to be resolved when developing the digital 

lawful grounds for processing, rights of data subjects, and obligations 

-
cessing is based on consent, service providers should avoid drafting 
long, one-sided policy statements and default settings in order to meet 

fair, transparent and accountable data protection and data processing 

personal data when operating a smart city platform if there is a legal 

-

-

their personal data when such data “are no longer necessary in relation 

Article 5 (f) of the GDPR as one of the basic principles for processing 
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“implement appropriate technical and organisational measures to en-

Protection Impact Assessment (DPIA), which can be called “a process 
-
-

if new technologies and data processing operations are “likely to result 

-

The name, address, phone number, personal picture, account in-
formation, social security number are amongst others considered as 

and salary, information on particular health syndromes and so on are 

to remove personal information from data that they collect, use, ar-
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-

does not therefore concern the processing of such anonymous information, 

(5) states that

without the use of additional information, provided that such additional in-

This means that, with the use of additional information, re-identi-

-

-

controller should single out all the means which could reasonably be 
-
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-

1.3 Consent 

-

(a) of the GDPR, processing of personal data is lawful when “the data
subject has given consent to the processing of his or her personal data

consent: indeed, an important task for smart city initiators is to take

-
cording to Article 7 (2), if consent relates to a written declaration, “the 

distinguishable from the other matters, in an intelligible and easily ac-

-
untary choice for freely consenting to processing of personal data (Re-

agreement to the processing of personal data relating to him or her, such as 

technical settings for information society services or another statement or 
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may not always be an appropriate basis when data are collected from 

Other legal grounds for processing personal data include perfor-
mance of a contract, compliance with legal obligations by the control-

-
-

According to Article 6 (1)(e) of the GDPR, processing is lawful if 
it “is necessary for the performance of a task carried out in the public 

Both public and private sectors can be entitled to rely on this ground 

for processing must be laid down by European Union law or Member 

-

According to Section 4 of the Finnish Personal Data Act 
(1050/2018, Tietosuojalaki) personal data may be processed in accor-
dance with Article 6 (1)(e) if: 

 “1) the data describe the position of a person, their duties or performance 
of those duties in a public sector entity, business and industry, activities 

far as the objective of processing is of public interest and processing is 

2) processing is proportionate and necessary for performance of a task

4) processing research material and cultural heritage material containing
personal data and processing personal data included in their metadata
for archiving purposes is necessary and proportionate to the aim of pub-

6

6
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lawful ground for processing personal data unless overridden by other 
interests and the fundamental rights of data subjects [Article 6 (1)(f), 

According to Article 6 (1) subparagraph 2 it will not apply to process-

legitimate interest: “the processing of personal data for direct market-

-

in mind the accountability principle in Articles 5 (2) and 24 (1) of the 

-
tion with other smart cities as well as in running and spreading busi-

Moreover, we need to consider the possibility of processing data 

 “This Regulation applies to the processing of personal data of data subjects 
who are in the Union by a controller or processor not  established in the 

-

As for personal data transfers outside the EU, if the European 
-



170

-

Article 5 describes principles relating to processing of personal data 

These principles include lawfulness, fairness, and transparency in pro-
-

According to Article 6 (4), if processing is not based on consent 
or law, 

 “the controller shall, in order to ascertain whether processing for another 
purpose is compatible with the purpose for which the personal data are 
initially collected, take into account, inter alia:
(a) any link between the purposes for which the personal data have been

(c) the nature of the personal data, in particular whether special categories
of personal data are processed, pursuant to Article 9, or whether per-

-
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-

-

should be considered when thinking about the Neutral Host Pilot data 

improves the right to self-determination by empowering individuals in 

According to the GDPR, data subjects have the right under Article 
21 to object to the processing of their personal data in relation to their 
particular situations even if processing is conducted on the grounds of 

-

As per Article 15 of the GDPR and Article 8 (2) of the EU Charter 
of Fundamental Rights, a data subject has the right to access personal 
data on him or her in order to ascertain relevant information regarding 

-

personal information (Article 16), prompt erasure of unnecessary in-
formation (Article 17) and restriction of invalid processing (Article 

-

-
tity and contact information, the purpose(s) of processing, how long 
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the personal data would be stored, and other related information as per 

collection and the reason for it is important for maintaining transpar-
-

must be assigned special importance when processing of personal data 
is not based on consent and the data subject may not even be able to 

As mentioned in Article 4 (7) of the GDPR, controllers can process 

“Where two or more controllers jointly determine the purposes and 

transparent manner determine their respective responsibilities for com-

implementing authorities as data controllers have to carry out a data 

-
-
-

In addition, there might be app developers and other entities that 
will process personal data on behalf of the data controller and act as data 

-
-

nity to promote open data platforms by balancing with personal data 

careful and take into account the lawfulness of processing under Arti-
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1.8 Summary

The use of modern technologies in developing smart city ecosystems 
-

der to mitigate the risk to protection of personal and location data in a 
smart city platform, data controllers and processors need to follow the 

-

2 Network and spectrum regulation

-

policy together with functioning competition between operators is seen 
as one of the success factors for Finland, which is a top country in mo-

Applicable laws regarding the network and spectrum regulation 
are the national Act on Electronic Communication Services7 (ECSA) 

7
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8 

9 -

 

-

those engaged in public telecommunications services, in other words, 
companies that provide network or communication services to an un-
restricted circle of users: “telecommunications operator means a net-

10 If and when Neutral Host aims 
to operate locally, catering for an unlimited amount of people, it will be 

telecommunications operator (network operator) provides comprising 
a communications network in its ownership or for other reasons in its 

(section 3, paragraph 34), while “communications service means a ser-

8 Directive (EU) 2018/1972 of the European Parliament and of the Council 
establishing the European Electronic Communications Code (Recast), OJ L 321, 

9

10 -
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vice consisting either completely or primarily of transmitting messages 
in a communications network, and of transfer and transmission service 

11

The relevant factors are thus whether the circle of users is unre-
stricted and in which phase(s) the service provider is involved in trans-

 procedure

-
operator must notify the Finnish Transport and Communications Agen-

digital terrestrial mass communications network or in a mobile network 
12

-
tional level, network licenses are granted either via a comparative 

geographic area of function and an obligation to prevent interference 

granted a network license at auction can lease the right to use its fre-

Besides public networks, the Act also regulates private radio net-
-

11

12
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licenses are granted to private radio networks on the basis of case-by-

built by telecom operators in ports and similar environments using the 
-

-
land so as to enable 5G development and to promote possible demand 

-

overall ECSA reform, which should enter into force during the autumn 

is based mainly on the European Communications Code but also in-
13 

-
nication services14 in Finland, these are shared among the major opera-

-
located already enable many of the activities pursued within the Neutral 

-

13

14
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band will be allocated has not yet been decided at the government level 
15 

However, taking into account 5G networks multiple use-cases, the 

Within the current regulatory framework, the only long-term solutions 
are either to have an own network license (if possible for new non-al-

Regardless of whether the operator works in cooperation or alone, the 
law imposes some obligations for telecompanies engaged in public 

entity, such as a city, might also fall under the scope of provisions 

licensing, are the following:

16

catering for basic services

15 See the Government Project (LVM045:00/2019), available at: https:// 

16 -
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-

-

-
tion obligation (section 62) as well as other obligations related thereto 

-

law also imposes obligations to the teleoperator regarding data security 

-

17

while it is also obligated to cooperate with EU authorities in other tele-

Besides obligations, teleoperators also have some rights concern-
-

17 Regulation (EU) 2015/2120 of the European Parliament and of the Council 
laying down measures concerning open internet access and amending Directive 

-
cations networks and services and Regulation (EU) No 531/2012 on roaming on 
public mobile communications networks within the Union, OJ L 310, 26 Novem-
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a telecoms cable, a base station or a radio mast, on third party land 

agreed with the owner, the municipal supervisory authority decides 

with the owner, the teleoperator must draft a plan and inform all stake-
holders, while the municipal authority may base its decision on this 

-
ample, remove vegetation, maintenance) if they are necessary for the 

-
form of the ECSA, some rights regarding construction of infrastructure 
may become wider, especially concerning the right to place small-area 

-
tronic Communications Code) amendments have been proposed to the 

-
ernment-granted network license would not be needed in small-scale 
public telecommunications services in the case of local activities in a 
geographically restricted area which is indicated for such use by gov-

18 Operating in this area would be covered by a radio li-

-

19

Amendments have also been proposed regarding provisions on ac-
cess and interconnection (see Chapter II European Electronic Commu-

-

18

19
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20 Moreover, 
the European Electronic Communications Code includes new provisions 

-
eas such as migration from so-called legacy infrastructure21 as well as 
co-investments22

proposal also includes amendments to chapter 28 of the ECSA regard-

amendments to the ECSA, amendments to the Land Use and Building 
Act23 (LUBA) have been proposed in order to facilitate the construc-

24 Article 57 of the European Electronic Commu-
nications Code includes provisions on the deployment and operation of 
small-area wireless access points as follows:

-
erning the deployment of small-area wireless access points are nationally con-

20

21

the European Electronic Communications Code: “Undertakings which have been 

in accordance with Article 67 shall notify the national regulatory authority in ad-
vance and in a timely manner when they plan to decommission or replace with a 
new infrastructure parts of the network, including legacy infrastructure necessary 
to operate a copper network, which are subject to obligations pursuant to Articles 

22

the European Electronic Communications Code: “Undertakings which have been 

-
dure set out in Article 79 and subject to the second subparagraph of this paragraph, 
to open the deployment of a new very high capacity network that consists of opti-

-

23

24
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In particular, competent authorities shall not subject the deployment 
of small-area wireless access points complying with the characteristics laid 
down pursuant to paragraph 2 to any individual town planning permit or 

By way of derogation from the second subparagraph of this paragraph, 

wireless access points on buildings or sites of architectural, historical or nat-
ural value protected in accordance with national law or where necessary for 

small-area wireless access points shall not be subject to any fees or charges 

Related amendments proposed in Finland concern chapter 28 
-

25 
-

power) regarding the sharing of (passive) infrastructure which is used 
for provision of wireless electronic communications services or con-

and if other companies cannot gain access to comparable infrastruc-

restricted to situations where there are insurmountable hindrances to 
market-based deployment resulting in end-users having limited oppor-

26

-

-

25

26
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crimination and co-operation among telecompanies, which might af-

-
tral Host could fall under the scope of legal obligations when regarded as 

-
ernment-granted network license would be needed for operation), and 
whether in the future a radio license would cover local activities in the 
case of geographically restricted and small-scale public telecommuni-

on the other hand the applicability of the obligations of a telecompany 

3 Competition law 

The national Finnish Competition Act27 (FCA) and EU competition 
-

forms of cooperation that restrict competition and 2) abuse of a dom-

-
petition authorities (the European Commission or national competi-

27
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advance to competition authorities (the European Commission or na-
tional authorities) and may not be implemented unless the authorities 

-

Section 5 FCA and Article 101 (1) of the Treaty on the Functioning of 
the European Union (TFEU)28 prohibit agreements and other forms of 

29 
Prohibited practices cover contracts, concerted practices and decisions 
by associations of undertakings which appreciably prevent, restrict or 

the practice by establishing that it improves the production of goods or 
promotes technical progress, allows consumers a fair share of the result-

Additional rules apply to undertakings that are in a dominant po-
-

hibited but abuse of that position is (section 7 FCA and Article 102 

-

28 Consolidated version of the Treaty on the Functioning of the European 

29

between EU Member States but since that threshold is relatively easily reached, 
the rules will often apply in addition to the national, such as Finnish, competition 
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-
-

The Finnish Competition and Consumer Authority (FCCA) has ju-
risdiction to investigate suspected infringements of these prohibitions in 
Finnish and EU competition law (sections 5 and 7 FCA and Articles 101 
and 102 TFEU), to impose certain remedies (such as prohibitions) and to 

the European Commission enforces Article 101 and 102 TFEU through-
out the EU and national competition authorities in other EU Member 

rules are typically similar to EU rules, but in national law they may be 

-
-

ation of an undertaking or part thereof, a merger and creation of a 
joint venture which is to perform all the functions of an autonomous 

-

-
ticularly due to creating or strengthening a dominant position, the 
concentration can be prohibited or conditions can be imposed on its 

-
lar, the Act on Electronic Communications Services complements the 

-
companies to use its network or infrastructure (sections 56, 61, 63, and 
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The Finnish Competition and Consumer Authority secures the 
balance between the business activities of the private and public sec-

these rules is in particular to ensure that public actors do not prevent 

Neutral Host operator

evaluate their compliance with Finnish and EU competition law by 
-

cooperation that restricts competition and, if dominant in any relevant 

Moreover, transactions such as creation of a permanent joint venture 
-

mission or the Finnish and/or other national authorities) and cleared 
-

tices that can be adopted and establishes duties for undertakings to act 

Assessing Neutral Host from the perspective of competition law re-

competition law analysis considers:

JVs, agreements/cooperation, unilateral conduct)

parties, customers, entry barriers
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of anti-competitive practices, no elimination of competition

On some practices there is legislation and case law that sets stan-
-
-

For this reason there is uncertainty over how competition authorities and 
-
-

Although the state of the art does not provide standards or tests on 
Neutral Host practices, it is possible to identify potential competition 
law issues that Neutral Host might raise in light of the concerns com-

1) Formation of Neutral Host operators
-

2) Connectivity layer: network and facilities

potential rivals:

30

30 In the future, these types of competition law issues may become more fre-
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grounds that it is ultimately pro-competitive and 

-

3) Data platform: collection and use of data

competing data collectors

-

customer

venture among DNA Oyj and Telia Finland Oyj with Suomen Yhteisverkko Oy, 
with the parties sharing a mobile network in Northern and Eastern Finland, would 

-
-

-
work sharing under antitrust rules (Article 101 TFEU) and recently preliminarily 
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through NH (to customers):

to data that can be used to coordinate conduct 
among rivals

4) Marketplace: rules applicable to those willing to provide
their products via NH market place

These potential concerns have to be taken into consideration when 
-

eration also depends on the market position of the parties, the position 

regulation, including conditions set in spectrum licenses, as these may 

3.3 Summary

Finnish and EU competition law prohibit all forms of cooperation that 
restrict competition and practices that constitute abuse of a dominant 

cooperation and agreements with various undertakings, it is import-
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otherwise would have competed (for network access, data, services, 
and so on), competition between them could be restricted and the par-

-

in a way that does not include agreements restricting competition or, if 
Neutral Host were to become dominant in some market (such as data 
supplier in an area), does not lead to foreclosure of competitors or im-

4 Public procurement legislation

-

Finnish national legislation on public procurement31 will be applied 
and the competitive tender procedure needs to be arranged when 1) the 
contracting entity is one of those mentioned in the Act and it arranges 

-

32

31

32 -
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Contracting entities subject to the duties under section 5 are:

 “1) authorities of central and local government and joint municipal author-

33

5) any party conducting a procurement when it has secured support in do-
-

34

The competitive tender procedure needs to comply with certain 
-
-

-

Purchasing bodies can choose among certain procedures and con-
-

works, or the provision and administration of services, and the asso-

35

33

34 -

35
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Generally, all medium and high value contracts must be awarded 

“whose principal purpose is to enable the contracting entity to make 
public communications networks available or to maintain them or to 
provide the public with one or more electronic communication ser-

The EU Directive on Public Procurement36

37 some-

to be taken into account38 and the competitive tender has to be arranged 
-

for tenders and are eligible to be chosen as a provider of a service or 

The primary organs for reviewing the procedure are the courts or 
independent review bodies based in the EU country where the tender 

the value of a concession contract is over 5 million euros (Directive 2014/23/EU of 
the European Parliament and of the Council on the award of concession contracts, 

36 Directive 2014/24/EU of the European Parliament and of the Council on 
public procurement and repealing Directive 2004/18/EC, OJ L 94, 28 March 2014, 

37

38 -

standards and forms as well as more detailed competency criteria for the selected 
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-
-

its, the European Commission has jurisdiction to intervene in unlawful 
39

-
-

whether another entity that purchases goods or services from Neutral 

relevant to establish whether Neutral Host could be regarded as a con-

-
ing goods and services from Neutral Host may need to arrange pro-

procurement rules to the customers of Neutral Host depends on the 
value and object of procurement by the procurer, it is relevant what the 
object of procurement is, whether goods and services of Neutral Host 

-

(section 8 paragraph 1 of the Finnish Act on Public Procurement and 
-

39 Council Directive 89/665/EEC on the coordination of the laws, regulations 
and administrative provisions relating to the application of review procedures to 
the award of public supply and public works contracts, OJ L 395, 30 December 
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5 Concluding remarks

Neutral Host, as an operating model for a digital smart city ecosystem, 

be taken into account when developing the Neutral Host business mod-

when collecting and using (processing) personal data, operating in a 
network with the possible new operator model and producing services 

-
-

In addition, when evaluating whether digital smart city ecosys-

However, as the purpose of regulation is also to enable the develop-
ment of future smart cities, there is also a need to adjust or lighten cer-
tain regulatory procedures and practices that are no longer applicable 

the EU level, as well as in Finland, where ongoing reform of network 

smart cities, where many new legal concerns will arise in the future, 
legislators and regulators need to achieve a balance between responsi-

-

provides a frame where the 5G ecosystem can operate ensuring that, 

market balance and fair competition remain and that the elements 
-

proposed amendments can be relevant for the Neutral Host, but their 
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